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HOUSE BI LL 2745

St ate of WAshi ngt on 58th Legislature 2004 Regul ar Sessi on

By Representatives MIloscia, N xon, Sinpson, G, Talcott, Rockefeller
and Upt hegrove; by request of Secretary of State

Read first time 01/20/2004. Referred to Conmttee on Technol ogy,
Tel ecommuni cati ons & Energy.

AN ACT Relating to voting systenms; anending RCW 29A 12.020,
29A.12. 050, 29A.12.060, 29A. 12.070, 29A.12.080, 29A.12.090, 29A. 12.100,
29A.12. 110, 29A 12.130, 29A. 12.150, 29A 44.320, and 29A. 60. 060; adding
a new section to chapter 29A 12 RCW adding new sections to chapter
29A. 44 RCW adding new sections to chapter 29A. 60 RCW adding a new
section to chapter 29A. 84 RCW adding a new section to chapter 29A 04
RCW creating a new section; prescribing penalties; providing effective
dates; and providing an expiration date.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW 29A. 12.020 and 2003 ¢ 111 s 302 are each anmended to
read as foll ows:

The secretary of state shall inspect, evaluate, ((and)) publicly
denonstrate, and test all voting systens or conponents of voting
systens that are submtted for review under RCW 29A 12.030. The
secretary of state shall determ ne whether the voting systenms conform
with all of the requirenents of this title, the applicable rules
adopted in accordance with this title, and with generally accepted
safety requirenments. The secretary of state shall post the report of
certification to a publicly available electronic nedium and transmt
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((a—copy—of—the—report—of—any—examnatioen)) notice of certification

under this section, wthin thirty days after conpleting the
exam nation, to the county auditor of each county.

Sec. 2. RCW 29A.12.050 and 2003 ¢ 111 s 305 are each anmended to
read as foll ows:

((H)) Only voting systens or devices or vote tallying systens
((are—to)) that have been certified by the secretary of state may be

used for conducting a prinmary or election((—enythoesethat—havethe

used—Any)). No nodification, change, redesign, or inprovenent nay be
made to any voting system or conponent of a system ((t+hat—dees—not
. . _ effiei | . L : on.

may—be—mmde)) wthout notification of the secretary of state for

reexam nation or reapproval by the secretary of state under RCW
29A. 12. 020.

Sec. 3. RCW 29A.12.060 and 2003 ¢ 111 s 306 are each amended to
read as foll ows:

The county auditor of a county in which voting systens are used is
responsi ble for the preparation, maintenance, and operation of those
systens and during the logic and accuracy test, nust provide witten,
signed verification that the systemand its conponent software, in the
version used, are certified. The auditor may enploy and direct persons
to performsone or all of these functions.

Sec. 4. RCW 29A.12.070 and 2003 ¢ 111 s 307 are each anmended to
read as foll ows:

An agreenent to purchase or | ease a voting systemor a conponent of
a voting system is subject to that system or conponent passing an
acceptance test, conducted by the county auditor as purchaser or
| essee, sufficient to denonstrate that the equipnent is the same as
that certified by the secretary of state and that the equipnent is
operating correctly as delivered to the county.

Sec. 5. RCW 29A. 12. 080 and 2003 c¢ 111 s 308 are each anended to
read as foll ows:

HB 2745 p. 2



© 00 N O Ol WDN P

N NN R R R RRRRRR R
NP O © 0~NO U NMNWNDNRO

23
24
25
26
27
28
29
30
31
32
33
34
35

No voting device ((shall)) or its conponent software may be
((approved)) certified by the secretary of state unless it:

(1) Secures to the voter secrecy in the act of voting;

(2) Permts the voter to vote for any person for any office and
upon any neasure that he or she has the right to vote for;

(3) Permts the voter to vote for all the candi dates of one party
or in part for the candi dates of one or nore other parties;

(4) Correctly registers all votes cast for any and all persons and
for or against any and all mneasures;

(5) Provides that a vote for nore than one candi date cannot be cast
by one single operation of the voting device or vote tally system
except when voting for president and vice president of the United
States; ((and))

(6) In the case of a precinct-based electronic voting system at
the time of voting produces a machi ne countable paper record for each
vote that may be reviewed by the voter before finalizing his or her
vote, as a part of the voting process; and

(7) Except for functions or capabilities unique to this state, has
been tested((;—ecertified —and—used—in—at—|teast—one—other—state—or
eleetieon—jurisdietion)) and approved by the appropriate independent
testing authority approved by the federal election assistance
conmi ssion or its statutory successor.

Sec. 6. RCW 29A. 12. 090 and 2003 c¢ 111 s 309 are each anended to
read as fol |l ows:

The bal |l ot ((en—a—st+nhgle—votingdevieeshall)) displayed to a voter

may not contain the nanes of candidates for the offices of United
States representative, state senator, state representative, county
council, or county conm ssioner in nore than one district. ((+a—att+
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Sec. 7. RCW 29A.12.100 and 2003 ¢ 111 s 310 are each anmended to
read as foll ows:

The secretary of state ((shall)) may not approve a vote tallying
system or system software unless it:

(1) Correctly counts votes on ballots on which the proper nunber of
vot es have been marked for any office or issue;

(2) lgnores votes marked for any office or issue where nore than
the all owabl e nunber of votes have been marked, but correctly counts
the properly voted portions of the ballot;

(3) Accunul ates a count of the specific nunber of ballots tallied
for each precinct, total votes by candidate for each office, and total
votes for and agai nst each issue of the ballot in that precinct;

(4) Accommmpdates rotation of candi dates' nanes on the ball ot under
RCW 29A. 36. 140;

(5) Produces precinct and cunul ative totals in printed form and

(6) Except for functions or capabilities unique to this state, has
been tested((;—ecertified —and—used—in—at—|teast—one—other—state—or
eleetion—fur+sdiet+on)) and approved by the appropriate independent
testing authority approved by the federal election assistance
conmi ssion or its statutory successor.

Sec. 8. RCW 29A.12.110 and 2003 ¢ 111 s 311 are each anmended to
read as foll ows:

In preparing a voting device for a primary or election, a record
((shalt)) nust be nade of the ballot format installed in each device
and the precincts or portion of a precinct for which that device has
been prepared. Except where provided by a rule adopted under RCW
29A.04. 610, after being prepared for a primary or el ection, each device
((shalt)) nust be sealed with a uni quely nunbered seal and provided to
the i nspector of the appropriate polling place.

Sec. 9. RCW 29A.12.130 and 2003 ¢ 111 s 313 are each anmended to
read as foll ows:

At | east three days before each state primary or general election,
the office of the secretary of state shall provide for the conduct of
tests of the programm ng for each vote tallying system to be used at
that primary or general election. The test nust verify that the system
will correctly count the vote cast for all candidates and on all
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measures appearing on the ballot at that primary or general election.
The test ((shalt)) nust verify the capability of the vote tallying
systemto performall of the functions that can reasonably be expected
to occur during conduct of that particular primary or election. |If any
error is detected, the cause ((shalt)) nust be determned and
corrected, and an errorless total ((shal)) nust be produced before the
primary or el ection.

Such tests ((shalt)) nust be observed by at | east one
representative fromeach major political party, if representatives have
been appointed by the respective major political parties and are
present at the test, and ((shalt)) nust be open to candidates, the
press, and the public. The county auditor and any political party
observers shall certify that the test has been conducted in accordance
wth this section. The county auditor nust provide signed, witten
verification that the version of the voting system and software used
are state certified. Copies of this verification and the test
certification ((shal)) nust be retained by the secretary of state and
the county auditor. Al programmng materials, test results, and test
ballots ((shalt)) nust be securely ((sealed)) stored until the day of
the primary or general election. Al ballot counting equipnent nust be
sealed, kept in a secure location, and protected against unauthorized
access until election day.

Sec. 10. RCW 29A. 12. 150 and 2003 ¢ 111 s 315 are each anended to
read as foll ows:

(1) No voting device or machine may be used ((+Hr—a——ecounty—wth—a
pepulatien—ef—seventy—thousand—oer—mpre)) to conduct a primary or

general or special election in this state unless it correctly records
on a separate ballot the votes cast by each elector for any person and
for or against any neasure and such separate ballots are available for
audit purposes after such a primary or election. After January 1,
2006, no voting device or machine may be used to conduct a primary or
general or special election that uses punched holes to record the
voter's choi ces.

(2) The secretary of state shall not certify under this title any
voting device or machine for use in conducting a primry or general or
special election in this state unless the device or machine correctly
records on a separate ballot the votes cast by each elector for any
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person and for or against any neasure and such separate ballots are
avai l able for audit purposes after such a primary or election. The
secretary of state nmay not certify under this title any voting device
or nmachine for use in conducting a prinmary or general or special
el ection that uses punched holes to record the voter's choices.

NEW SECTION. Sec. 11. A new section is added to chapter 29A 12
RCWto read as foll ows:

The secretary of state may withdraw the certification of any voting
system hardware, software, or system conponent for cause. Bef ore
withdrawing a certification the secretary of state shall conduct a
public hearing intended to docunent and allow input from affected
system users and vendors before rendering a decision. The secretary of
state shall post the report of wthdrawal of certification to a
publicly avail able el ectronic nmediumand transmt notice of w thdrawal
of certification under this section to each county auditor within ten
days after conpleting the exam nation.

Sec. 12. RCW 29A 44.320 and 2003 ¢ 111 s 1130 are each anmended to
read as foll ows:

Whenever poll-site ballot counting devices or poll-site based
el ectronic voting devices are used, the devices may either be included
with the supplies required in RCW 29A. 44. 110 or they may be delivered
to the polling place separately. Al poll-site ballot counting devices
and poll-site based electronic voting devices nmust be sealed with a
uni que nunbered seal at the tinme of final preparation and |ogic and
accuracy testing. The seal nust secure against unauthorized access
A l og nust be nmade of all seal nunbers and device nunbers used.

NEW SECTION. Sec. 13. A new section is added to chapter 29A 44
RCWto read as foll ows:

Before each state primary or general election |ogic and accuracy
testing of precinct-based systens or electronic voting devices nust be
performed by the county under the observation of the office of the
secretary of state during the process of final preparation before

system distribution to each pollsite. For all other elections the
| ogi ¢ and accuracy test nmust be perfornmed by the county auditor before
system distribution. As each ballot counter or electronic voting
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systemis programred and set up for distribution a |ogic and accuracy
test nust be perforned. These tests nust establish that each systemis
functioning within system standards. All ballot styles progranmed for
each machi ne nust be processed by each machine in order to ensure that
the machine is correctly counting and accumulating votes for every
of fice. After all tests are perfornmed and the nmachine is ready for
di stribution, the machi ne nust be sealed and the seal nunber recorded.
The procedure described in this section wll serve as the official
| ogi ¢ and accuracy test of these devices.

NEW SECTION. Sec. 14. A new section is added to chapter 29A 44
RCWto read as foll ows:

A log nust be created during the testing of poll-site based ball ot
counters and el ectronic voting devices. The log nust record the tine
and place of each test, the precinct nunmber, seal nunber, and nachi ne
nunber of each ballot counter or voting device, and the initials of
each person testing and observing the test for each machine. This |og
must be included in the official logic and accuracy test materials.
The processes described in section 13 of this act nust be open to
observation and subject to all notices and observers under rules
adopted by the secretary of state.

NEW SECTION. Sec. 15. A new section is added to chapter 29A 44
RCWto read as foll ows:

(1) The secretary of state shall enpanel a task force of el ections
and conputer security experts to be known as the "Washington Voting
Systens Board" to study and determ ne the potential for election fraud
as follows:

(a) At least six county auditors, or their designees, with five
years or nore of el ections experience;

(b) At least four conputer experts with five years or nore
experience in maintaining the security of enterprise |evel conputing
syst ens;

(c) The director of the departnment of information services or a
desi gnee;

(d) The state director of elections or a designee;

(e) Arepresentative of the Washington disability access group;
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(f) The secretary of state, or a designee, who shall chair the task
force.

(2) The secretary of state shall provide reports to the |egislature
before the beginning of the 2005 and 2006 |egislative sessions
detailing:

(a) The progress of the federal election assistance comm ssion in
devel opi ng standards for the testing, certification, decertification,
and recertification of voting system hardware and software, including
el ectronic voting systens;

(b) The progress of the federal election assistance commi ssion in
conducting a thorough study of the issues and chall enges, specifically
to include the potential for election fraud,

(c) The findings of the secretary of state and the Washington
voting systens board on the conparative security of various voting
systens technol ogi es;

(d) The findings of the secretary of state as to any potential or
known risks of voting fraud, or actual instance of voting fraud during
t he previous year;

(e) Alist of the voting systemtechnologies certified for use in
this state.

(3) Subsection (2) of this section expires July 1, 2006.

NEW SECTION. Sec. 16. A new section is added to chapter 29A 44
RCWto read as foll ows:

All poll-site based electronic voting devices shall produce an
i ndi vi dual paper record, at the tine of voting, that may be revi ewed by
the voter before finalizing his or her vote. This record may not be
removed from the polling place and nust be machine readable for
counting purposes. |If the device is programmed to display the ball ot
in nmultiple | anguages, the paper record produced nust be printed in the
| anguage used by each voter.

NEW SECTION. Sec. 17. A new section is added to chapter 29A 44
RCWto read as foll ows:

Paper records produced by poll-site based el ectronic voting devices
are subject to all of the requirenents of this chapter and chapter
29A. 60 RCW for ballot handling, preservation, reconciliation, transit
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to the counting center, and storage. The paper records nust be
preserved in the sane manner and for the sanme period of tine as
bal | ot s.

NEW SECTION. Sec. 18. A new section is added to chapter 29A 44
RCWto read as foll ows:

The el ectronic record produced and counted by poll-site electronic
voting devices is the official record of each vote for election
pur poses. The paper record produced under section 16 of this act nust
be stored and maintained for use only in the follow ng specified
ci rcunst ances:

(1) In the event of a mandatory hand recount of votes under RCW
29A. 64. 020;

(2) I'n the event of a requested recount under RCW 29A. 64.010;

(3) By order of the county canvassi ng board; and

(4) By order of the superior court of a county.

NEW SECTION. Sec. 19. A new section is added to chapter 29A 44
RCWto read as foll ows:

A voter voting on a poll-site based electronic voting system nmay
not | eave the device during the voting process except to verify his or
her ballot, or to request assistance from the precinct election
officers, until the voting process is conpleted. Except for disabled
or visually inpaired persons, each voter using a poll-site based
electronic voting system is limted to ten mnutes voting tinme
i ncluding verification of a paper record produced by the system

NEW SECTION. Sec. 20. A new section is added to chapter 29A 60
RCWto read as foll ows:

Bal | ot counting systens  nust be secured physically and
el ectroni cally against unauthorized access. Bal | ot counting systens
must not be connected to, or operated on, any electronic network
including internal office networks, the Internet, or the Wrld Wde
Web. Wrel ess comruni cations may not be used in any way in a voting
system A network may be used as an internal, integral part of the
bal | ot counting system but that network nust not be connected to any
other network, the Internet, or the Wrld Wde Wb. Al elenents of
t he ballot counting system nust be observabl e and secured. Transfer of
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information from the ballot counting system to another system for
net wor K connection or broadcast nust be made via disk, tape, or other
physi cal means of communication other than direct electronic
connecti on.

NEW SECTION. Sec. 21. A new section is added to chapter 29A. 60
RCWto read as foll ows:

Before the first ballot counting session in each election, a report
must be produced denonstrating that the system contains no vote data
bef ore commencenent of counting ballots. At the conpletion of each
bal | ot counting session, the ballot counting system nust produce a
report of the results conpiled that includes date and tine information.
Bef ore comenci ng any additional ballot counting session, a report of
the results contained in the system nust be produced that includes date
and tinme information. This report nust be conpared with the report
produced at the end of the previous ballot counting session to ensure
t hat no changes have been made to the vote data in the interimperiod.
This conparison nust be perfornmed in the presence of political party
observers if representatives have been appointed by their respective
political parties and are present at the tine of conparison. Thi s
procedure nust be enpl oyed for subsequent counting sessions. Nothing
in this section precludes the county auditor from zeroing individua
devices in subsequent counting sessions if a report is created after
each session and before the next, with the results being nmerged into
the total.

Sec. 22. RCW 29A. 60.060 and 2003 ¢ 111 s 1506 are each anended to
read as foll ows:

After the close of the polls, counties enploying poll-site ballot
counting devices or a renote counting location may tel ephonically ((e+
eleetrontealby)) transmt the accunulated tally for each device to a
central reporting | ocation. Before nmmking a telephonic ((er
eleetroent€)) transm ssion the precinct election officer nust create a
printed record of the results of the election for that poll site
During the canvassing period the results transmtted tel ephonically
((e—eleetrontealty)) nmust be considered unofficial until a conplete
reconciliation of the results has been perforned. This reconciliation
may be acconplished by a direct |loading of the results fromthe nenory
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produced at the poll site on election night wwth the results received
by the central accunul ating device. The device or devices used to
receive the telephonic transmssion may not be directly connected to
the voting system Transfer of the information received nust be nade
via disk, tape, or other physical neans of conmunication other than
direct electronic connection.

NEW SECTION. Sec. 23. A new section is added to chapter 29A 84
RCWto read as foll ows:

Anyone who renoves a paper record produced by a poll-site based
el ectronic voting systemfroma polling place w thout authorization is
guilty of a class C felony puni shabl e under RCW 9A. 20. 021.

NEW SECTION. Sec. 24. A new section is added to chapter 29A 04
RCWto read as foll ows:

The secretary of state may adopt admi nistrative rules concerning
the operation, conduct of wvoting, and wusage of poll-site based
el ectronic voting devices and paper records.

NEW SECTION. Sec. 25. Nothing in this act prevents the state of
Washi ngton, its counties, or its voters from participating in the
Secure Electronic Registration and Voting Experinment (SERVE) as
aut horized by PL 107-107, Title 16, section 1604 and chapter 17, Laws
of 2003 1st sp. sess. including system certification, voter
regi stration, and voting.

NEW SECTION. Sec. 26. Sections 16 through 19 and 23 of this act
take effect January 1, 2006, the renmainder of this act takes effect
July 1, 2004.

~-- END ---
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